3/31/2021 – APPROVED PRODUCT GROUPS

Cisco Cloud Products and Software as a Service – Solicitation 5400018644

In addition to the Cisco Umbrella/Open DNS products, the following products are approved to be added to this contract.

Advanced Malware Protection (AMP) for Endpoints: This is Cisco’s cloud powered, endpoint protection solution. Customers deploy AMP for Endpoints to workstations, laptops, servers, and a variety of other devices in their environment. Each of these devices then connect to Cisco’s cloud, powered by Talos threat intelligence, to protect from ransomware and malware. 

https://www.cisco.com/c/en/us/products/security/amp-for-endpoints/index.html
 
NGFW: No longer are firewalls limited to on-premise hardware, Cisco offers firewalls in Azure, AWS, GCP, and any virtualized environment for a private cloud. Customers are also able to choose a cloud managed firewall, providing them flexibility to manage distributed firewalls, from a centralized location. Customers can no co-mingle their traditional on-premise firewalls, with cloud first firewalls, and manage them with their preferred solution. All firewalls receive their updates from our Talos Threat Intelligence Cloud Services. 

https://www.cisco.com/c/en/us/products/security/firewalls/index.html#~why-cisco
 
Email Security: Cisco’s secure email gateway allows customers the flexibility to provide security, where they need it most. Email security is available as a cloud hosted service directly from Cisco, or customers can choose a virtual appliance to host the service in their private cloud. This services also enables customers, to securely embrace cloud hosted email providers, such as Office 365 or Google Suite, without compromising security. 

https://www.cisco.com/c/en/us/products/security/email-security/index.html
 
Cloudlock: As more data moves to enterprise cloud applications such as Office 365, Salesforce, Box, Dropbox, etc., it’s important to ensure the security of that data. Cloudlock leverages native API’s, to ensure that customer’s data is protected. This is a great tool for ensuring the privacy of sensitive data such as PII, HIPPA, and PCI. Cloudlock is born in the cloud, to protect cloud applications. 

https://www.cisco.com/c/en/us/products/security/cloudlock/index.html
 
Stealthwatch: As networks blend from a traditional on-premise method, to extending into the cloud, it’s critical to provide visibility across the entire network. Stealthwatch will help customer’s understand, how their data moves within their network, and out into public or private clouds. Stealthwatch is available for a customer’s on-prem network, public cloud network such as Azure and AWS, or for a customer’s private cloud. 

https://www.cisco.com/c/en/us/products/security/stealthwatch/index.html
 
Identity Services Engine, or ISE: It’s important to know who’s accessing your network, from which device, and what that person is able to do once their on that network. More importantly, it’s critical to enforce this policy whether those devices are on-premise, across the country, or across the world. ISE enables customers to centrally secure their network, while the network may extend around the world in various office locations, public clouds, or private clouds. 


 https://www.cisco.com/c/en/us/products/security/identity-services-engine/index.html
Web Security Appliance: The web security appliance enables customers to access the internet, with strict controls, reporting, and visibility. This appliance can be deployed in AWS, Azure, or a customer’s private cloud. The solution  receives updates from our Talos Threat Intelligence Cloud Services.

https://www.cisco.com/c/en/us/products/security/web-security-appliance/index.html?dtid=osscdc000283


Tetration: Achieve the security required for today's heterogeneous multicloud environment with Tetration. Protect workloads across any cloud, application, and workload--anywhere. Automate and implement a secure zero-trust model for micro-segmentation based on application behavior and telemetry. Proactively detect and remediate indicators of compromise to minimize the impact to your business.

https://www.cisco.com/c/en/us/products/security/tetration/index.html?dtid=osscdc000283


Cisco CloudCenter Suite: Cisco CloudCenter Suite is a multicloud management solution that allows enterprise IT teams to securely design, deploy, and optimize infrastructure and applications across multiple clouds from a single point of access. It delivers a consistent user experience, while controlling costs and helping you meet compliance requirements.

https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/cloudcenter-suite/at-a-glance-c45-741883.html?dtid=osscdc000283


